THINK LIKE AN ATTACKER

BRINGING SMART CONTRACTS TO THEIR BREAK(ING) POINT
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ACCOUNTS

pub struct AccountInfo<'a> {
pub key: &'a Pubkey,

pub 1s_signer: bool,

|

pub lamports: Rc<RefCell<&'a mut u64>>,
pub data: Rc<RefCell<&'a mut [u8]>>,
pub owner: &'a Pubkey,

pub executable: bool,

1 les,
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1 les,
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pub struct AccountInfo<'a> {
pub key: &'a Pubkey,

—}pub is_signer: bool,

// leadl

» Flag indicating if the account has
signed the transaction

pub lamports: Rc<RefCell<&'a mut u64>>,
pub data: Rc<RefCell<&'a mut [u8]>>,
pub owner: &'a Pubkey,

pub executable: bool,

1 les,
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1 les,
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pub struct AccountInfo<'a> {

» Account balance in lamports oub key: &'a Pubkey,

» 1SOL=1_000_000_000
lamports

pub is_signer: bool,

e e
» Runtime asserts

total_lamports_before == ===Jp pub lamports: Rc<RefCell<&'a mut u64>>,

total_lamports_after
pub data: Rc<RefCell<&'a mut [u8]>>,

pub owner: &'a Pubkey,

pub executable: bool,

1 les,
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pub struct AccountInfo<'a> {
pub key: &'a Pubkey,

pub 1s_signer: bool,

|

pub lamports: Rc<RefCell<&'a mut u64>>,
=P pub data: Rc<RefCell<&'a mut [u8]>>,

pub owner: &'a Pubkey,

pub executable: bool,

1 les,
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pub struct AccountInfo<'a> {

» Up to 10MB of mutable storage i e T

» Can only be written by the oub is_signer: bool,

‘owner’ account

GE ieand
» Can not be resized (currently)

pub lamports: Rc<RefCell<&'a mut u64>>,
=P pub data: Rc<RefCell<&'a mut [u8]>>,
pub owner: &'a Pubkey,

pub executable: bool,

1 les,
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pub 1s_signer: bool,

|
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pub struct AccountInfo<'a> {

» The only account that can write oub key: &'a Pubkey,

to the data

pub is_signer: bool,
» It can only be changed if the data

IS zero E ]

» 1 CHECK THE OWNER !1! pub lamports: Rc<RefCell<&'a mut u64>>,

pub data: Rc<RefCell<&'a mut [u8]>>,

=g pub owner: &'a Pubkey,

pub executable: bool,

1 les,
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pub struct AccountInfo<'a> {

» The only account that can write oub key: &'a Pubkey,

to the data

pub 1s_signer: bool,
» It can only

IS Zero

» 11 CHECK Cell<&'a mut u64>>,

<&'a mut [u8]>>,

=g pub owner: &'a Pubkey,

pub executable: bool,

1 les,
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3N write
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ACCOUNTS

pub struct AccountInfo<'a> {
pub key: &'a Pubkey,

pub 1s_signer: bool,

|

pub lamports: Rc<RefCell<&'a mut u64>>,
pub data: Rc<RefCell<&'a mut [u8]>>,
pub owner: &'a Pubkey,

—} pub executable: bool,

1 les,



ACCOUNTS

pub struct AccountInfo<'a> {

» Indicates if this account is a smart e e

contract or not
pub 1s_signer: bool,

2 I
pub lamports: Rc<RefCell<&'a mut u64>>,
pub data: Rc<RefCell<&'a mut [u8]>>,

pub owner: &'a Pubkey,

—} pub executable: bool,

1 les,
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Recent Blockhash: BKWbZbqjVTuAHwWZG1VFCDREY1MAYGuufEqhWDHcrPEgp
Signature 0: 21vhXxS1l...rRzhrZAs

Signature 1: 4g5A80Mo. . .zKkFW3sSw

Account 0: srw- BWd4RBYcuk3edUePUy9kKpSv8WuobQojEUCDasTjPgne (fee payer)
Account 1: srw- KoooVyhdpoRPA6gpn7xr3cmjgAvtpHc)cBX6JBKulnf

Account 2: -rw- B6Zm6Jylc91EMCURbhdA3Quqd5PGoW)Be8ZX57TsLaj7
Account 3: -rw- 8Br27salLgmjGAj2uHBK4tXgivsrHFT27QqAvypqb8USm

Account 4: -r-- 11111111111111111111111111111111
Account 5: -r-x W4113t3333333333333333333333333333333333333
Instruction ©

Program: W4113t3333333333333333333333333333333333333 (5)
Account 0: B6Zm6Jylc91EMCURbhdA3Quqd5PGoW]Be8ZX57TsLaj7 (2)

Account 1: 8Br27salLgmjGAj2uHBK4tXgivsrHFT23QgAvypgb8USm (3)
Account 2: KoooVyhdpoRPA6gpn7xr3cmjqAvtpHc)cBX6JBKulnf (1)
Account 3: B6Zm6Jylc91EMCURbhdA3Quqd5PGoW]Be8ZX57TsLaj7 (2)
Account 4: 11111111111111111111111111111111 (4)
Data: [2, O, 128, 198, 164, 126, 141, 3, 0]

Status: Ok
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Recent Blockhash: BKWbZbqi1VTuAHwZG1VFCDREy1MAYGuufEghWDHcrPEap

Signature 0: 21vhXxS1l...rRzhrZAs

Signature 1: 4g5A80Mo...zKFW3sSw
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Account 3: B6Zm6Jylc91EMCURbhdA3Quqd5PGoW]Be8ZX57TsLaj7 (2)
Account 4: 11111111111111111111111111111111 (4)

Data: [2, 0, 128, 198, 164, 126, 141, 3, 0]
Status: 0k
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[ owner: Vou progrom er: Sl/S‘te,M progrowm

WALLET VAULT }
*a\u‘thoﬁ'ty contains money
«vault .

owner: atlacker-progrom
WALLET
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POC FRAMEWORK

Rust crate: https://docs.rs/poc-framework/


https://docs.rs/poc-framework/0.1.0/poc_framework/

GETTING ACCESS

»Visit: https://workshop.neodyme.io

»We're providing remote environments but
you can also use your own :)


https://workshop.neodyme.io

